THM Template

Overview

Room URL: [Room URL]
Difficulty: [Easy/Medium/Hard]
Category: [Category]

Date Completed: [Date]

Objective

[Brief description of what the room teaches and the main goals]

Table of Contents

Introduction

Walk Through

Lessons Learned

Resources

Introduction

[Main Concept/Topic]

[Brief overview of what this topic is about]

Why This Matters

[Explain the real-world relevance and importance of this technique/concept]

Method/Technique 1: [Name]



What is it?

[Explanation of the concept]

Purpose:

[Why this technique is used]

Tool/Method:

[Specific tools or approaches used]

How it Works:

[Step-by-step explanation of the methodology]

Method/Technique 2: [Name]

What is it?

[Explanation of the concept]

Why [Relevant Question]?

[Explanation]
Common Tools:

e [Tool 1] - [Description]
e [Tool 2] - [Description]
e [Tool 3] - [Description]

How it Works:

[Step-by-step explanation of the methodology]

Method/Technique 3: [Name]

What is it?

[Explanation of the concept]

Tools:

[Description of tools and their capabilities]



Method/Technique 4: [Name]

The Concept:

[Explanation of core concept]
Where/How [Relevant Detaill:

e [Point 1]
e [Point 2]
e [Point 3]

The Attack Method:

[Explanation of how to exploit/use this]
Tool: [Tool Name]
[Brief description of the tool]
Basic Syntax:
[command syntax]
Key Flags/Options:

e [flag] : [Description]
e [flag] : [Description]

e [flag] : [Description]

Important Considerations:

[Any caveats, filtering needs, or special notes]

Walk Through

Task 1: [Task Name]

[Step-by-step instructions]

1. [Step 1]



2. [Step 2]
3. [Step 3]

Answer: [answer]

Task 2: [Task Name]

[Step-by-step instructions]

1. [Step 1]
2. [Step 2]
3. [Step 3]

Answer: [answer]

Task 3: [Task Name]

[Step-by-step instructions]

1. [Step 1]
2. [Step 2]
3. [Step 3]

Answer: [answer]

Task 4: [Task Name]

Step 1: [Sub-step Name]
[command]

e [Explanation point 1]

e [Explanation point 2]
Step 2: [Sub-step Name]

[command]



e [Explanation point 1]
e [Explanation point 2]

e [Explanation point 3]

Answers:
[Question 1]: [answer]

[Question 2]: [answer]

Lessons Learned

e [Key takeaway 1]
e [Key takeaway 2]
e [Key takeaway 3]
e [Key takeaway 4]
e [Key takeaway 5]
e [Key takeaway 6]
e [Key takeaway 7]
e [Key takeaway 8]

Resources

TryHackMe

Resource 1 - Description

Resource 2 - Description

Resource 3 - Description

Resource 4 - Description

Resource 5 - Description

Resource 6 - Description
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