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Flags
flag1{b9bbcb33e11b80be759c4e844862482d}

flag2{fc3fd58dcdad9ab23faca6e9a36e581c}

flag3{afc01ab56b50591e7dccf93122770cd2}

flag4{715dea6c055b9fe3337544932f2941ce}



Nmap Scan
# Nmap 7.80 scan initiated Wed Mar  2 16:48:49 2022 as: nmap -sV -oN nmap_scan 192.168.1.0/24

Nmap scan report for 192.168.1.1

Host is up (0.00074s latency).

Not shown: 995 filtered ports

PORT     STATE SERVICE       VERSION

135/tcp  open  msrpc         Microsoft Windows RPC

139/tcp  open  netbios-ssn   Microsoft Windows netbios-ssn

445/tcp  open  microsoft-ds?

2179/tcp open  vmrdp?

3389/tcp open  ms-wbt-server Microsoft Terminal Services

MAC Address: 00:15:5D:00:04:0D (Microsoft)

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.1.100

Host is up (0.00070s latency).

Not shown: 998 closed ports

PORT     STATE SERVICE VERSION

22/tcp   open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)

9200/tcp open  http    Elasticsearch REST API 7.6.1 (name: elk; cluster: elasticsearch; Lucene 

8.4.0)

MAC Address: 4C:EB:42:D2:D5:D7 (Intel Corporate)

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.1.105

Host is up (0.00075s latency).

Not shown: 998 closed ports

PORT   STATE SERVICE VERSION

22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)

80/tcp open  http    Apache httpd 2.4.29

MAC Address: 00:15:5D:00:04:0F (Microsoft)

Service Info: Host: 192.168.1.105; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.1.110

Host is up (0.0010s latency).

Not shown: 995 closed ports



PORT    STATE SERVICE     VERSION

22/tcp  open  ssh         OpenSSH 6.7p1 Debian 5+deb8u4 (protocol 2.0)

80/tcp  open  http        Apache httpd 2.4.10 ((Debian))

111/tcp open  rpcbind     2-4 (RPC #100000)

139/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

MAC Address: 00:15:5D:00:04:10 (Microsoft)

Service Info: Host: TARGET1; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.1.115

Host is up (0.00073s latency).

Not shown: 995 closed ports

PORT    STATE SERVICE     VERSION

22/tcp  open  ssh         OpenSSH 6.7p1 Debian 5+deb8u4 (protocol 2.0)

80/tcp  open  http        Apache httpd 2.4.10 ((Debian))

111/tcp open  rpcbind     2-4 (RPC #100000)

139/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

MAC Address: 00:15:5D:00:04:11 (Microsoft)

Service Info: Host: TARGET2; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.1.90

Host is up (0.0000080s latency).

Not shown: 999 closed ports

PORT   STATE SERVICE VERSION

22/tcp open  ssh     OpenSSH 8.1p1 Debian 5 (protocol 2.0)

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Wed Mar  2 16:49:17 2022 -- 256 IP addresses (6 hosts up) scanned in 28.17 

seconds



WP Scan
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                         Version 3.7.8
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_______________________________________________________________

[32m[+][0m URL: http://192.168.1.110/wordpress/

[32m[+][0m Started: Wed Mar  2 17:46:09 2022

Interesting Finding(s):

[32m[+][0m http://192.168.1.110/wordpress/

 | Interesting Entry: Server: Apache/2.4.10 (Debian)

 | Found By: Headers (Passive Detection)

 | Confidence: 100%

[32m[+][0m http://192.168.1.110/wordpress/xmlrpc.php

 | Found By: Direct Access (Aggressive Detection)

 | Confidence: 100%

 | References:

 |  - http://codex.wordpress.org/XML-RPC_Pingback_API

 |  - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner

 |  - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos

 |  - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login

 |  - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback_access

[32m[+][0m http://192.168.1.110/wordpress/readme.html



 | Found By: Direct Access (Aggressive Detection)

 | Confidence: 100%

[32m[+][0m http://192.168.1.110/wordpress/wp-cron.php

 | Found By: Direct Access (Aggressive Detection)

 | Confidence: 60%

 | References:

 |  - https://www.iplocation.net/defend-wordpress-from-ddos

 |  - https://github.com/wpscanteam/wpscan/issues/1299

[32m[+][0m WordPress version 4.8.18 identified (Latest, released on 2022-01-06).

 | Found By: Emoji Settings (Passive Detection)

 |  - http://192.168.1.110/wordpress/, Match: '-release.min.js?ver=4.8.18'

 | Confirmed By: Meta Generator (Passive Detection)

 |  - http://192.168.1.110/wordpress/, Match: 'WordPress 4.8.18'

[34m[i][0m The main theme could not be detected.

[34m[i][0m No plugins Found.

[34m[i][0m No themes Found.

[34m[i][0m No Timthumbs Found.

[34m[i][0m No Config Backups Found.

[34m[i][0m No DB Exports Found.

[34m[i][0m No Medias Found.

[34m[i][0m User(s) Identified:

[32m[+][0m steven



 | Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

 | Confirmed By: Login Error Messages (Aggressive Detection)

[32m[+][0m michael

 | Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

 | Confirmed By: Login Error Messages (Aggressive Detection)

[32m[+][0m WPVulnDB API OK

 | Plan: free

 | Requests Done (during the scan): 0

 | Requests Remaining: 23

[32m[+][0m Finished: Wed Mar  2 17:46:27 2022

[32m[+][0m Requests Done: 3381

[32m[+][0m Cached Requests: 22

[32m[+][0m Data Sent: 907.91 KB

[32m[+][0m Data Received: 550.537 KB

[32m[+][0m Memory used: 309.898 MB

[32m[+][0m Elapsed time: 00:00:18



WP Hashes
michael:$P$BjRvZQ.VQcGZlDeiKToCQd.cPw5XCe0

steven:$P$Bk3VD9jsxx/loJoqNsURgHiaB23j7W/


