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Objectives

e Understand what the Windows Registry is and what it contains.
e Dive deep into Registry Hives and Root Keys.
e Analyze Registry Hives through the built-in Registry Editor tool.

e Learn Registry Forensics and investigate through the Registry Explorer tool.
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Introduction
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Just as your brain stores everything you need to function—your behaviors, habits, and
memories—the Windows operating system relies on its own "brain" to maintain its configurations
and operations. This digital brain is known as the Windows Registry, a sophisticated hierarchical
database that stores critical system information, user preferences, and application settings. Unlike
a human brain confined to one location, the Windows Registry is distributed across multiple files
called Hives, each specializing in different aspects of system configuration. Understanding the
Registry is essential for cybersecurity professionals, particularly in forensic investigations where
the Registry often contains the smoking gun evidence of compromise, unauthorized access, and
malicious activity. In this challenge, you'll investigate the compromised dispatch-srvol system
using Registry forensics to uncover the artifacts of the TBFC intrusion that began on October 21st,

2025.

Registry Data

Hive Name Contains Location

SYSTEM - Services C:\Windows\System32\config\SYSTEM
- Mounted Devices
- Boot Configuration
- Drivers
- Hardware

SECURITY - Local Security Policies C:\Windows\System32\config\SECURITY
- Audit Policy Settings

SOFTWARE - Installed Programs C:\Windows\System32\config\SOFTWARE
- OS Version and other
info
- Autostarts
- Program Settings

SAM - Usernames and their C:\Windows\System32\config\SAM
Metadata
- Password Hashes
- Group Memberships
- Account Statuses

NTUSER.DAT - Recent Files C:\Users\username\NTUSER.DAT
- User Preferences
- User-specific Autostarts

USRCLASS.D - Shellbags C:\Users\username\AppData\Local\Microsoft\Windows\US
AT - Jump Lists RCLASS . DAT



Registry Keys

Registry Key

HKCU\Software\Microsoft\Windows\Curr
entVersion\Explorer\UserAssist

HKCU\Software\Microsoft\Windows\Curr
entVersion\Explorer\TypedPaths

HKLM\Software\Microsoft\Windows\Curr
entVersion\App Paths

HKCU\Software\Microsoft\Windows\Curr
entVersion\Explorer\WordWheelQuery

HKLM\Software\Microsoft\Windows\Curr
entVersion\Run

HKCU\Software\Microsoft\Windows\Curr
entVersion\Explorer\RecentDocs

HKLM\SYSTEM\CurrentControlSet\Contro
1\ ComputerName\ComputerName

HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Uninstall

Importance

It stores information on recently accessed applications
launched via the GUI.

It stores all the paths and locations typed by the user
inside the Explorer address bar.

It stores the path of the applications.
It stores all the search terms typed by the user in the
Explorer search bar.

It stores information on the programs that are set to
automatically start (startup programs) when the users
logs in.

It stores information on the files that the user has
recently accessed.

It stores the computer's name (hostname).

It stores information on the installed programs.

Challenge Specific Locations

Hive on Disk Where You See It in Registry Editor

SYSTEM HKEY LOCAL MACHINE\SYSTEM
SECURITY HKEY LOCAL MACHINE\SECURITY
SOFTWARE HKEY LOCAL MACHINE\SOFTWARE

SAM HKEY LOCAL MACHINE\SAM

NTUSER.DAT HKEY USERS\<SID> and HKEY CURRENT USER

USRCLASS.DAT

Walk Through

1. Start the target machine

HKEY USERS\<SID>\Software\Classes



2. What application was installed on the dispatch-srvol before the abnormal activity
started?

1. The installed programs are listed in
HKLM\Software\Microsoft\Windows\CurrentVersion\Uninstall

2. | then sorted the table by timestamp . There was one program installed or modified

on 10/21/2025

@ Registry Explorer v2.1.0 o X
File Tools Options Bookmarks(33/0) View Help
Registry hives (6) ~ Available > Values  Uninstal
Find yol
Timestamp 4 | Key Name Display Name Display Version Publsher Instal Date Install Source Install Location Uninstall String
Key name - - - -
¢ = 0 W0 0 0 0 o0 a 0 ~
v |0 ~
- , |50 02112 | 729 7-2p 25.01 (x69) 25.01 Igor Paviov C:\Program Fies\7-Zp\ | 'C:\Program
COAWOS Fies\7-Zip\Uninstal exe”
» = Setup 2025-10-20 10:21:12 Gt is1 Git 2.50.1 The Git Development 20250813 C:Program Fies\Git\  'C:\Program
R Community Files\Git\unins000. exe
s 2025-10-20 10:21:12  Mozila Firefox 141.0.3 | Mozila Firefox (x64 141.0.3 Mozila C:\Program Files\Vozila | "C:\Program Files Wozila
o (x64 en-US) enUS) Frefox Firefox uninstall\helper,
» [~ SdeBySide exe”
» £ SystemProtec 2025-10-20 10:21:12  MozilaMaintenanceServi Mozila Maintenance 141.0.3 Mozila "C:\Program Files
e e Service (x36) Mozila
=== Maintenance
Advertisingln Service \uninstall.exe”
» £ AppReadnes 2025-10-20 10:21:12  VL.C media player VLC media player 3.0.21 VideoL AN C:\Program “C:\Program
= Files \Videol AN\VLC Files \Videol AN\LC\unin
stall exe
R 2025-10-20 10:22:51  {90160000-008C-0000- Office 16 Click-to-Run  16.0,14334.20344 Microsoft Corporation 20251020 c:\program MsExec,exe
AutoRotation 1000-0000000FF 1CE}  Extensibiity Component fles\miarosoft /X{30160000-008C-000
n : office\yootintegration) 0-1000-0000000FF 1CE}
» 4 Uninstall | |2025-10-2010:22:57 | {90160000-007E-0000- | Office 16 Chick-to-Run | 16.0.14334.20344 Microsoft Corporation | 20251020 c:\program MsExec.exe
10 FICE} | Licensing Component fies\microsoft n
AddressBo IS officeyoot\ntegration\ 1
Connectior 2025-10-2020:14:03  {F24046F7-6114-3AD5- Google Chrome 141.0.7390. 108 Google LLC 20250813 C:\Users\ocaluser \AppD MsExec.exe
DirectOran A641-27FSE4DBIE2C) ata\.ocal\Temp \chocolat /X{F2A046F 7-611A-3AD
ey\GoogleChrome\139.0 5-A641-27FSE4DBIE2C)
Fontcore 7258.67\
IE40 2025-10-2120:52:37  {3F2A8B47-9DSE-4C1A- DroneManager Updater  1.2.0 TBFC Drone Systems "C:\Program
EData B893-7E4F6D2A1CE) | (64-bit) Files\DroneManager|  Fies\DroneManager \uni
s1 ns000.exe’
IESBAKEX
IEData
MobieOpti
Scheduling
wic
DXM_Runt .
[Eyes Total rows: 42 Bxport | 7
3 {2A00C88
ECARES Type viewer
{SE1A657E ,
< >
Key:  Microsoft\Windows\CurrentVersion\Uninstall Value  None Collapse all hives
Selected hive: SOFTWARE  Last write: = 2025-10-2120:5237  Key contains no values Hidden keys: 0

a m 9

4+ O ®  AoC2025-- Registry Forensics 1h 25min 52s

3. What is the full path where the user launched the application (found in question 1) from?
1. At first | checked HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
to see if it was launched from there. It was not.
2. Then | checked HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist

That is where it was launched from.
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@ Registry Explorer v2.1.0
File Tools Options Bookmarks (29, View Help
Registry hives (6) | Avaiable bookmarks (1(
Find
Key name
v ~
> » UserAssist
Accent
» L
Shell Folders
) [ VisualEffects
She n
TabletMode
BamThrotting
VirtualDesktops
» Streams
» Taskband
>
»
»
Mru
» £ Modues
» £~ MountPor
» Desktop
»
anager
»
»
»
» Package Installation >
< >
Key: Software\Microsoft\Windows\CurrentV
Selected hive: NTUSERDAT | Last write: 12:01:32

Values = UserAssist

Program Name

Run Counter

cwSnih2txyewy! App

Microsoft. v

s.immersivecontrolpane!_cwSn th2bxyewy!mic
rolpanel

oft. AutoGe
477-5846

indows. immers:

Microsoft. XboxGamingOw:

Microsoft. SecHealthUI_Swekyb3dSbbwe!SecHealthUl

1. admin \Downloads \Dr
Videol ANWLC ic.

ger_Setup.exe

MSEdge

{Program

\dispatch. admin \Documents KAPE \gkape. exe

s\dispatch. admin \Documents K

UEME_CTLCUACount:ctor

{Common Programs}\Administrative Tools\Computer Management.ink

CTLSESSION

{User Pinned) \TaskBar i Explorer.Ink

{Common Programs}\System Tools\Task Manager.ink

PowerShell\Windows PowerShel.ink

c:y VLC media player.ink
{User Pinned) \TaskBar \Microsoft Edge.Ink

Total row:

Type viewer

sion\Explorer\UserAssist

Key contains no values

Focus Count Focus Time

0 0d, Oh, 00m, 00s

8 0d, Oh, 09m, 035

1 0d, oh, 00m, 025

1 0d, oh, 0Om, 10s

, Oh, 00m,

0 0d, Oh, 00m,

0 0d, Oh, 00m, 00s

Last Executed

0:52:43

120:52:50
2025-10-21 20:54:52
2112:02:37

Value  None  Collapse all hives

Hidden keys: 0

456 PM
=

12/16/2025

% dw

4. Which value was added by the application to maintain persistence on startup?

1. The start up keys are at HKLM\Software\Microsoft\Windows\CurrentVersion\Run

@ Registry Explorer v2.1.0

» [ SideBySide
» [ SystemProtectedUserDat:

» [ Lock Screen

» AppReadiness

» = Compor
RunOnce
AutoRotation

2 . ’ Run

4= Uninstal

Type viewer
AddressBook "
Value name
< >
Key:  Microsoft\Windows\CurrentVersion\Run

Selected hive: SOFTWAI

Last write:

Slack viewer  Binary viewer

File Tools Options Bookmarks (33/0) View Help
Registry hives () |~ Avaiable bookmarks ( < * Values
Find
Value Name Value Type Data « | Value Slack Is Deleted
Key name . =
! e - » | drone_helper RegSz { "C:\Program Files \DroneManager \dronehelper.exe” —badkground 8102
s P SeaurityHealth Regks dSz Yewindir % \system3. yHealthS 00<
» [ App Paths
» [ NetCache
’
’
’
’
» [ Instalier
» £ 008E
» [ ReserveManager
SHUTDOWN
COAWOS
[ Setup
Census
Feon

Data Record Reallocated

drone_helper

2 of 2 values shown (100.00%)

Value:

drone_helper  Collapse all hives
Hidden keys: 0

502 PM

A B % 9% ppgm0s

1h 13min 12s

Lessons Learned

e o Registry Forensics as a Detection Method: The Windows Registry is a rich

source of forensic evidence, containing timestamps and execution paths that reveal

when and how malicious applications were introduced to a system. By systematically


https://bookstack-images.rizzoit.com/uploads/images/gallery/2025-12/tzvpasted-image-20251216115656.png
https://bookstack-images.rizzoit.com/uploads/images/gallery/2025-12/3BApasted-image-20251216120235.png

examining key registry locations like Uninstall, UserAssist, and Run, investigators
can reconstruct the exact timeline and methods of compromise.

e Persistence Mechanisms and Registry Startup Keys: Attackers leverage registry
startup keys ( HKLM\Software\Microsoft\Windows\CurrentVersion\Run ) to maintain
persistence, ensuring their malware survives system reboots. Identifying these
persistence values is critical for both incident response and system hardening, allowing

defenders to remove malicious entries and prevent reinfection.

Resources

TryHackMe
Registry Explorer

RegSeek
Cheat Sheet
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