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Objectives

Learn how containers and Docker work, including images, layers, and the container

engine

Explore Docker runtime concepts (sockets, daemon API) and common container

escape/privilege-escalation vectors

Apply these skills to investigate image layers, escape a container, escalate privileges, and
restore the DoorDasher service

DO NOT order “Santa's Beard Pasta”
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Introduction

DoorDasher's food delivery service has fallen victim to a sophisticated attack—the Hopperoo

website now displays defaced content instead of the legitimate service. Your mission is to


https://tryhackme.com/room/container-security-aoc2025-z0x3v6n9m2

investigate the Docker infrastructure, identify the security vulnerability, and restore the original
application. This challenge demonstrates a critical real-world security risk: improper Docker
socket exposure that enables container escape attacks. By exploiting overly permissive container
configurations and weak credentials, you'll navigate through multiple containers, escalate
privileges, and execute a recovery script to save the day. This hands-on exercise reveals how a
single misconfiguration in container isolation settings can cascade into complete infrastructure

compromise.

Walk Through

. Spin up target machine

N =

. Connect to VPN

3. What exact command lists running Docker containers?
1. docker ps

4. What file is used to define the instructions for building a Docker image?
1. dockerfile

5. What's the flag?

docker exec -it uptimechecker sh

docker exec -it deployer bash

whoami

pwd

1
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3
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5. 1s
6. cd ../

7. 1s

8. cat flag.txt
9

sudo ./recovery script.sh
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6. Bonus Question: There is a secret code contained within the news site running on port

5002 ; this code also happens to be the password for the deployer user! They should

definitely change their password. Can you find it?

1. open <website>:5002

2.

DeployMaster2025!
Y5
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confusion today as DoorDasher faced mounting

backlash over reports of "culinary impersonation.”

Customers across the region claim to have been

served what appears to be authentic strands of

Santa's beard in place of raditional noodles.

A spokesperson for the Health & Safety Food
Bureau confirmed that several diners required
"gentle untangling” and one incident involved a
accidental ~ facial ~hair

customer "achieving

synchronization.”
"It's an assault to Italian cuisine

and my immune system, Madonna!"

BREAKING: The Hare Escapes from
Hopsec Island

Authorities have confirmed that The Hare, also
known by the alias "Jester,” remains at large
following a daring escape from Hopsec Island late

last night.

Sources describe Jester as highly intelligent,

charismatic, and dangerously —manipulative.
Psychological evaluations identify delusions of
grandeur, sociopathy, and a megalomaniac
complex, making the fugitive a serious threat to

public safety.

Officials warn the public not to engage. Anyone
with information about The Hare's whereabouts is

urged to contact Hopsec Security immediately.

) wareville Times —M...

statement, though an anonymous employee was
overheard muttering the above quote during a

recent inspection.

Local investigators say the case may be
connected to King Malhare's ongoing "Operation
Hop & Plunder,” in which the bunnies have been
systematically rebranding human conveniences into

hare-friendly enterprises.

Meanwhile, Marta MayWare has publicly
appealed for calm, urging citizens to "Stay off any
spaghetti given to you by hare's or bunnies" while
Santa undergoes emergency re-fluffing surgery
after he escaped from

MalHare.

kidnapping by King

Reports from downtown Wareville indicate the
fugitive was last seen hurling eggs at unsuspecting
civilians while laughing maniacally and shouting

about "the great reset of the warren.”

Security experts recommend that all critical

systems should Deploy additional monitoring

protocols  immediately to prevent further

infiltration attempts.

In related news, the cybersecurity team has
identified that only a Master level administrator
can access the emergency recovery systems that

were compromised during the attack.

Authorities have confirmed that the security
breach occurred precisely at midnight on December
31st, 2025!

making this one of the most

sophisticated attacks in recent history.
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Lessons Learned

e Docker Socket Exposure is Critical: Exposing /var/run/docker.sock to containers
without Enhanced Container Isolation enabled creates a direct pathway for attackers to
escape container boundaries and execute arbitrary commands on the host system. Always
use Enhanced Container Isolation and apply the principle of least privilege when granting
container permissions.

e Container Security Requires Multi-Layered Defense: This challenge demonstrates
that a single misconfiguration (socket access) combined with weak credentials (
DeployMaster2025! ) can lead to complete infrastructure compromise. Effective container
security demands careful attention to isolation settings, privilege escalation prevention,

secrets management, and regular security audits of running services.

Resources

TryHackMe

Docker Documentation

Docker Security Best Practices

Container Escape Techniques
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